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Damn Vulnerable Infrastructure
Are you ready for the next StuxNet?
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Digital Twins: Definitions and Security

Digital twin (DT) frameworks are often focused on one or few, specific levels of abstractions
- OT fragment, networking, performance, …
- For this reason the term DT often refers to simulators of a single object

Problem: security operations, e.g. VAPT, are only effective if DT accurately model the entire 
infrastructure

- E.g., since real attackers may rely on every part of it (lateral movements)  
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LiDiTE digital twin framework

A framework based on the Infrastructure-as-Code (IaC) paradigm

Every element of an infrastructure is modelled and replicated through either

- Emulation, e.g., software is executed on virtual machines
- Simulation, e.g., data is generated by equations or taken from datasets
- Passthrough, e.g., a real system is connected via VPN
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Hi-Fi and lightweight DT

Entire infrastructures can be reproduced in detail using limited resources

Already applied to a real energy infrastructure: SV Polygeneration Microgrid (SPM)

SPM includes: solar panels, gas turbines, batteries, … 
- A real microgrid with its IoT/SCADA system
- Hosted in a university campus with its IT services
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DT layers interconnection

Physical processes are simulated (mainly 
through ODE modeling and custom code)

Field devices are emulated (via software PLC 
and Ditto APIs)

Networks are emulated via Docker networks

Business logic and humans are simulated via 
Camunda/BPMN

Applications are emulated via docker
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Damn Vulnerable Infrastructure

Idea: populate SPM with intentionally vulnerable technologies/service
- Not just randomly placed, but intended to simulate attack scenarios (with lateral 

movements)

Multiple difficulty levels for demonstration and training
- Very easy: network schema, detailed informations, sub-goals
- Very hard: no information at all, a single IP entry point

Accepted as part of the OWASP Vulnerable Web Applications Directory project
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DVI very easy: goals
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DVI very easy: goals

1. Webserver Takeover: compromise 
WWW and open a remote shell

2. FTP Takeover: find a CVE and exploit it 
to bypass authentication

3. Data Exfiltration: steal data from DB

4. Workstation Takeover: exploit a 
vulnerable RDP service

5. PLCs Takeover: login through insecure 
credentials

6. Infrastructure Takeover: disrupt the 
EMS logic without the SCADA noticing it
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How STUXNET Worked
So
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StuxTwin attack steps: infection

The infection 
originates from a 
random client inside 
the infrastructure
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StuxTwin attack steps: scanning

Through queries 
to the DNS server, 
the SCADA server 
is discovered
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StuxTwin attack steps: info stealing

Exploiting a CVE/RCE 
vulnerability, 
configuration and 
credentials are leaked 
and to expose the 
message broker service
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StuxTwin attack steps: taking control

Implementing a man-in-the-middle 
attack, StuxTwin controls all the field 
devices and crafts fake data for the 
SCADA server
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https://github.com/LBartolini/DVI


